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Related works ‘

AData Privacy (cryptocurrency) AData Authenticity (smart contract)

: : i A Town Crief(TC) [1] has proposed to use a
AMonero[3] is a privacypreserving trusted ha;(dwa)trf[e ]'Jlt Dack end to Serve

decentralized cryptocurrency based on  spourceauthenticated data to smart contracts.

the ring signatur¢echnique. A TC requires an online trusted TC server

AZeroCoir{4] employs zero knowledge AData Privacy (smart contract)

proof to realize privacy preservation. |
A Hawk[2] solves the problem of transactional

APinocchio Coiff5] makes improvement privacy and contractual security for smart

over ZeroCoirusingzk-SNARK

AZerocasH6] is azk-SNARKased

A ZoKrated7] empowers smart contracts with
cryptocurrency. zk-SNAR ]ut n% authenticity

A Hawk does not considers data authenticity
like TC and our proposal.

[1] Zhang et al.gTown crier: An authenticated data feed for smart contragts ACM Conference on Computer and Communications
Security, pp270¢282, ACM 2016
[2] Kosbeet al.,aHawk: Theblockchairmodel of cryptography and privagyeserving smart contractsin Proc. IEEE S&P, B%858, 2016



Background ‘

AZero Knowledge Proof ZKP

AZKP enables someone to prove knowledge of something without leaking
any information about that knowledge.

Azk-SNARK

AThe stateof-the-art zero knowledge proof techniqueero Knowledge
QuccinctNon-interactive ARgumentof Knowledge.

AMany zkSNARK constructioffs4 have been proposed in the literature.

AADSNARFrequiresn signature verifications and more bilinear pairings
for n authenticated inputs



&%) Graph -Isomorphism ‘

Alf two graphs arédentical except for the nameaf the points,
they are calledsomorphic

APeggy knows the Isomorphism between two big GraphandG,




zk-SNARK: A Simple Example ‘

AArithmetic equationx3+ x+ 5=y
AZero knowledge proof: know an x satisfying the equation without leakin
AFrom equation to arithmetic circuit

A=y,
! Ay, *X =Y,
Ys é Ay, + x =y3

5 Ay;+ 5=y
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Preliminaries: zk- SNARK ‘

AZero knowledge
ASuccinct Equation
. . @
ANoninteractive S
Algebraic Circuit
AArgument s
AComputationally sound
proof v.s perfect R1CS
@
ASoundnessit is impossible
to "prove" a false
@
AOf Knowledge ZkSNARK

soundness
assertion




Zk-SNARK in Zerocash ‘

| hereby spend BTC to creat® Y

to nraove consistencyv 7

| 6m using up vdunigue)ad yan th value

| knowi i d&hat are consistent wit® Y

oY z\(SNARK
(coin commitment)

CA pQo QHI yval Bl

_ay)

(serial number)

15



Example of a Zerocash Pour transacti

1c4ac4all0e863deeca050dc5e5153f2b7010af9

a365e7006565f14342df9096b46cc7f1d2b9949367180fdd8de4090eee30bfdc

6937031dcel3facdebe79e8e27 12ffad2e980c91 Le4cec8cadb251c88df73b52 Intel Core 17-4770 @ 3.40GHz with 16GB of RAM (1 thread)
Setup Time 5min 17s
PP 896 MiB
CreateAddress Time 326.0 ms
b 0000000000000042 add Mok 343 B
V_pu addrg, 319B
. 8f9a43f0fe28bef052ec209724bb0e502ffb5427 : -
pubkeyHash info Mint Time 23 us
Slg PK 2dd489097daa8ceb006ch6049e1699b16a6d108d43 Coin c 463 B
S- f1d2d2f924e986ac86fdf7b36c94bcdf32beec15a38359c¢82f32dbb3342ch4bedch78cel 1t txMTnt 72 B
19 Pour Time 2min 2.01 s
b8a5917ecal587a970bc9e3ec5e395240ceblef700276ec0fa92d1835ch7{629 &)
MAC_l tXpour 996 B
ade6218b3a17d609936ec6894b7h2bba46f12698d4bcafa85fchf39fh546603a Verifv Transaction mint 3us
MAC_Z v ludes L ”? ;’“ y
048070fe125bdaf93ae6a7c08b65adbb2a438468d7243c74e80abc5h74dfe3524a987a2¢ pour (excludes L scan) 0./ IS

CIp h erteXt_l 4ff5d80caae214ce57242dc6676f0e59d5h1ed68ad33b0c73cieacs 71d8f0126d86b667 | Recejve Time (per pour tx) 1.6 ms
057fa823a25dd3f52e86ed65ce2290b56816e646967haf4d2303af 7fe09d24b8e3027733
9272aad87b3f1a2b667fa575e
: 0493110814319b0b5cabba9225062354987cBbBI604d96985cab2c71a77055h4979a50099celc5a359bdf04119833881ab0e840a0d
CIp he rteXt_Z 6481611d9f38641d217986af981761420caf19a2dc18¢79abcf14b9d 786 24680ac272063e6b6(78bca2c6ee01 edfbcddbeb60ebasss
eaecd6cb017069c8be2ebeBae8a2fabe0i6780a4e2466072bc3243e873820b2d2e4b954e9216b566¢140de 79351abf47254d122a35
171840156bd7b1feb942729dc
a4c3cad6e02eec51dc8a37ebc51885cf86¢5da04bblclcObf3ed97b778277fb8adceb240c40a0cc3f2854ce3dfleafdcefccc532bcsafaefeROMBZIPZRpf
zkSNARK P roof 6ca8dd4f8da21b3f98c61fac2al30n82544855b1cAce7a0c9e57592ee1d233d43a26 76b9bdeb5a365947896f117002b0957058hdf6 116200 622883 18c5
658¢fcc0084641318135513900180ac11182095cdee6d9432287699e 76ed7832a5(c5dc30874{1098209658b8e7c51523e0fala5b649e3df 200 EbaTe da
208025806dbedcle5c8c40d1bf4e87dach11467h9e61541b9623d3Mbade7c8ad17{08b179927150d431c9451e0b59d7dc506dad84ael984750482530eb
dfd22981a2970a3799523099a98e50d00eaah5306¢10be5
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Preliminaries: zk-SNARK

Pr%

Resultant proof of fixed Common reference string
size: 288 bytes setup
Fast verification Expensive proof
wSeveral bilinear pairings generation cost
wSeveral milliseconds wWell-suited for simple equations
Broad applications wE.g.2 minutes to generate a
ZeroCash proof
Key size89aMIB for
ZeroCash

.

éoo
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zk-AuthFeed : Authenticated Data Feed to.
Smart Contract with Zero Knowledge
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zk- AuthFeed Framework

Block k

Prev. Block Hash Hy;
Timestamp T,

Tx Merkle root,
. Difficulty d
N qutlc ~_ | Block ~ . ty d
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DApp User

Merkle root,

e )
* Validator;
o

Authentic data and DApp
Slgnafu re b Smart Contract
!
~ \
Verify signature Verify proof
- .

S 5
: i 0 0
Data Authenticator Validator; [& - s

' Validator;

Medical Insurance

A1l. DApp Insurance smart
contract

A2. Data Authenticator the
hospital generates
Examination Report
(contain private
Information)

A 3. DAppUser Insured
subscribes tdapp
(Insurance smart contract)

A4. Vvalidators blockchain
miners
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/f‘ omputatioﬁ‘x /" SHA256 \
! Circuit \ / Circuit \“\\

/) \ / \ S, PSignsk$SHA256()q,X e X D)) T
Fig. 1. The zk-DASNARK circuit is composed of two parts: the computation

ok ¥ £)a (AR A
circuit that computes a result R for the desired computation and the SHA256
circuit computes a hash value h over P’s inputs. Private inputs are labeled — * _( Vk) pk p C a R )7 \g {O_ 1}
a ] ] ] ]

with gray color.
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zk-DASNARK Properties

AAuthentication correctness

result is computed from authenticated value
ACompleteness

Fy& &S OdzNAR § arithidetin EirduB0ardi Mlatoay. C
ASuccinctness

I JFrfAR LINRP2F -~ A& 2F aArl+§ hom0 oAlaz I yR
AProof of knowledge

a witness for the given instance

APerfect zero knowledge

no verifier learns anything other than the statement is true
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&) 7k- AuthFeed

» System Setup
zk-DASNR/SSlEP (1) pp
- Key Generation
zk-DASNR/Ey@ER(O C )- Ok ,VK)
. Data Generation and Authentication
zk-DASNR/DafinAmil sk, § - s,
. DApp Service Request
zk-DASNR/APW®K % ¢ &) - (p R)h
* DApp Service Response
zk-DASNRANlY vk pk, p £.8 R.h)s {01




Discussion & Analysis
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