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Related works
ÅData Authenticity (smart contract)

ÅTown Crier (TC) [1] has proposed to use a 
trusted hardware at back end to serve 
source-authenticated data to smart contracts.

ÅTC requires an online trusted TC server

ÅData Privacy (smart contract)

ÅHawk[2] solves the problem of transactional 
privacy and contractual security for smart 
contracts.

ÅHawk does not considers data authenticity 
like TC and our proposal.

ÅZoKrates[7] empowers smart contracts with 
zk-SNARK, but no authenticity

[1] Zhang et al., άTown crier: An authenticated data feed for smart contracts,έ in ACM Conference on Computer and Communications 
Security, pp. 270ς282, ACM, 2016.
[2] Kosbaet al., άHawk: The blockchainmodel of cryptography and privacy-preserving smart contracts,έ in Proc. IEEE S&P, pp. 839ς858, 2016.

ÅData Privacy (cryptocurrency)

ÅMonero [3] is a privacy-preserving 
decentralized cryptocurrency based on 
the ring signature technique. 

ÅZeroCoin[4] employs zero knowledge 
proof to realize privacy preservation.

ÅPinocchio Coin [5] makes improvement 
over ZeroCoinusing zk-SNARK.

ÅZerocash[6] is a zk-SNARKbased 
cryptocurrency.
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Background

ÅZero Knowledge Proof ZKP 

ÅZKP enables someone to prove knowledge of something without leaking 
any information about that knowledge. 

Åzk-SNARK 

ÅThe state-of-the-art zero knowledge proof technique is Zero Knowledge 
Succinct Non-interactive ARgumentof Knowledge.

ÅMany zk-SNARK constructions [8-14] have been proposed in the literature.

ÅADSNARKrequires n signature verifications and n more bilinear pairings 
for n authenticated inputs 
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Graph -Isomorphism

ÅIf two graphs are identical except for the names of the points, 
they are called isomorphic. 

ÅPeggy knows the Isomorphism between two big Graphs G1 and G2

G1 G2
H1

H2

Hn

.

.

.
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zk-SNARK: A Simple Example

ÅArithmetic equation: x3 + x + 5 = y

ÅZero knowledge proof: know an x satisfying the equation without leaking x

ÅFrom equation to arithmetic circuit

+

+

x x

x

x

5

y

y1

y2

y3

Åx2 = y1

Åy1 *x = y2

Åy2 + x = y3

Åy3 + 5 = y 

Ç Үӌᴴ ⸗ᾎĄ֨ײַ

Ç ᴴ ᾭσּר ѥ╤ ῠ ẩַײxε

ї⅝ ҮӌԊ҇xַײӠ

Ç ᴴ ᾭҮӌᴴ Ԋײַ
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Preliminaries: zk-SNARK

ÅZero knowledge 

ÅSuccinct 

ÅNon-interactive

ÅArgument
ÅComputationally sound 

proof v.s. perfect 
soundness

ÅSoundness:it is impossible 
to "prove" a false 
assertion

ÅOf Knowledge

Arithmetic 
Equation

Algebraic Circuit

R1CS

QAP

Zk-SNARK
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I hereby spend ὺBTC to createŎƳ,
and here is Ὧȟὶto prove consistency.

Zk-SNARK in Zerocash

commit

ǎƴ

(serial number)

ŎƳ

(coin commitment)

:

: Iôm using up a coin with value ὺ(unique) ǎƴ, and

I know ὶȟὶᴂᴂthat are consistent with ŎƳ.

ὺ

(value)

ὶᴂ

commit ὶᴂᴂ

Ὧ
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Example of a Zerocash Pour transaction
root

1c4ac4a110e863deeca050dc5e5153f2b7010af9

sn_1
a365e7006565f14342df9096b46cc7f1d2b9949367180fdd8de4090eee30bfdc

sn_2
6937031dce13facdebe79e8e2712ffad2e980c911e4cec8ca9b25fc88df73b52

cm_1
a4d015440f9cfae0c3ca3a38cf04058262d74b60cb14ecd6063e047694580103

cm_2
2ca1f833b63ac827ba6ae69b53edc855e66e2c2d0a24f8ed5b04fa50d42dc772

v_pub
0000000000000042

pubkeyHash info
8f9a43f0fe28bef052ec209724bb0e502ffb5427

SigPK
2dd489d97daa8ceb006cb6049e1699b16a6d108d43

Sig
f1d2d2f924e986ac86fdf7b36c94bcdf32beec15a38359c82f32dbb3342cb4bedcb78ce116bac69e

MAC_1
b8a5917eca1587a970bc9e3ec5e395240ceb1ef700276ec0fa92d1835cb7f629

MAC_2
ade6218b3a17d609936ec6894b7b2bb446f12698d4bcafa85fcbf39fb546603a

ciphertext_1
048070fe125bdaf93ae6a7c08b65adbb2a438468d7243c74e80abc5b74dfe3524a987a2e3ed075d54ae7a53866973eaa5070c4e0895

4ff5d80caae214ce572f42dc6676f0e59d5b1ed68ad33b0c73cf9eac671d8f0126d86b667b319d255d7002d0a02d82efc47fd8fd648

057fa823a25dd3f52e86ed65ce229db56816e646967baf4d2303af7fe09d24b8e30277336cb7d8c81d3c786f1547fe0d00c029b63bd

9272aad87b3f1a2b667fa575e

ciphertext_2
0493110814319b0b5cabb9a9225062354987c8b8f604d96985ca52c71a77055b4979a50099cefc5a359bdf0411983388fa5de840a0d

64816f1d9f38641d217986af98176f420caf19a2dc18c79abcf14b9d78624e80ac272063e6b6f78bc42c6ee01edfbcddbeb60eba586

eaecd6cb017069c8be2ebe8ae8a2fa5e0f6780a4e2466d72bc3243e873820b2d2e4b954e9216b566c140de79351abf47254d122a35f

17f840156bd7b1feb942729dc

zkSNARKproof
a4c3cad6e02eec51dc8a37ebc51885cf86c5da04bb1c1c0bf3ed97b778277fb8adceb240c40a0cc3f2854ce3df1eafdcefccc532bc5afaefefe9d3975726f2ca829228

6ca8dd4f8da21b3f98c61fac2a13f0b82544855b1c4ce7a0c9e57592ee1d233d43a2e76b9bdeb5a365947896f117002b095f7058bdf611e20b6c2087618c58208e3

658cfcc00846413f8f355139d0180ac11182095cdee6d9432287699e76ed7832a5fc5dc30874ff0982d9658b8e7c51523e0fa1a5b649e3df2c9ff58dc05dac7563741

298025f806dfbe9cfe5c8c40d1bf4e87dacb11467b9e6154fb9623d3fba9e7c8ad17f08b17992715dfd431c9451e0b59d7dc506dad84aef98475d4be530eb501925

dfd22981a2970a3799523b99a98e50d00eaab5306c10be5

~1KB total. Less without direct payments and public outputs.
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Preliminaries: zk-SNARK

Resultant proof of fixed 
size: 288 bytes

Fast verification

ωSeveral bilinear pairings

ωSeveral milliseconds

Broad applications

Common reference string 
setup

Expensive proof 
generation cost

ωWell-suited for simple equations

ωE.g., 2 minutes to generate a 
ZeroCash proof

Key size: 896MB for 
ZeroCash

P
ro

s:

C
o

n
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zk-AuthFeed Framework

Å1. DApp: Insurance smart 
contract

Å2. Data Authenticator: the 
hospital generates 
Examination Report 
(contain private 
information)

Å3. DAppUser: Insured 
subscribes to Dapp
(Insurance smart contract)

Å4. Validators: blockchain 
miners

Medical Insurance
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zk-DASNARK Circuit

(1 )l Setup pp

( , ) ( , )C KeyGenpp pk vk

( , )x sDataAuth
a a

sk

( , , , ) ( , , )x c a R hpProve pk

( , , , , , , , ) {0,1}c a R hp s Verify
a a

vk pk

1 2
. (SHA256( , ,..., , | | ))

n
x x x r ID Ts = P à ð

aa sk
Sign

·

·

·

·
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zk-DASNARK Properties

ÅAuthentication correctness

result is computed from authenticated value

ÅCompleteness

ŀƴȅ ǎŜŎǳǊƛǘȅ ǇŀǊŀƳŜǘŜǊ ˂Σ C-arithmetic circuit Cand relation

ÅSuccinctness

ŀ ǾŀƭƛŘ ǇǊƻƻŦ ˉ ƛǎ ƻŦ ǎƛȊŜ hόмύ ōƛǘǎΣ ŀƴŘ ±ŜǊƛŦȅ Ǌǳƴǎ ƛƴ ǘƛƳŜ hόl+n)

ÅProof of knowledge

a witness for the given instance

ÅPerfect zero knowledge

no verifier learns anything other than the statement is true

C
R
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zk-AuthFeed

zk-DASNRAK. (1 )l Setup pp

zk-DASNRAK. ( , ) ( , )C KeyGenpp pk vk

zk-DASNRAK. ( , )x sDataAuth
a a

sk

zk-DASNRAK. ( , , , ) ( , , )x c a R hpProve pk

zk-DASNRAK. ( , , , , , , , ) {0,1}c a R hp s Verify
a a

vk pk

·

·

·

·

·

System Setup

Key Generation

Data Generation and Authentication

DApp Service Request

DApp Service Response
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Discussion & Analysis
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